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Predstaveni prezentujicich

Jifi Moninec .Ir., jiri.jrmoninec@gmproject.cz

Reditel pro roboticka Feseni a PQS
2006 — 2008 — Programator analytik

2009 - Dosud G. M. PROJECT, s. . o.
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Pocitacoveé systémy ve
farmaceutickém prumyslu a distribuci

e Automatizace procesu
* Rizeni vyrobnich procesu
* Sdileni informaci Pfiklady

e Sber dat ERP, WMS, LIMS, MES, DMS, Distribuce
IT infrastruktura

Procesni ridici systémy

* Monitoring Excel

e Rizeni dokumentace

* Business intelligence Aplikace, ...
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Duvody pro ,,regulace” pocitacovych
systému

* Chyby v softwaru

 Neautorizované manipulace s daty

* Spolehlivost vysledku

e QOpakovatelnost procesu

* Shoda s papirovou dokumentaci

* Bezpecnost pacienta
e Kvalita produktu
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Definice pocitacového systému

Doplnék 11 GAMP 5

* Elektronicky systém jesada ¢ A computerized system
softwarovych a consists of the hardware,
hardwarovych komponent, software, and network
které spolecné plni urcité components, together with
funkce. the controlled functions

and associated
documentation.
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EU Regulatorni pozadavky

Eudralex — Pravidla pro lécivé pripravky v EU SUKL

Obsahuje 10 Volumes (svazkd, dilt) http://www.sukl.cz/leciva/vyroba-leciv

Soubor pravnich piedpist Evropské unie ve farmaceutickém odvétvi je shrnut VYR 32 — Pokyny pro SVP
ve svazku 1 (humanni IéCiva) a svazku 5 (veterinarni |éCiva) -
Volume 4 - Good Manufacturing Practice guidelines pro VYR-32 kapitola 1 verze4

S R Farmaceuticky systém jakosti
|éCivé a veterinarni pfipravky

Part | — Zakladni pozadavky na lé¢ivé p¥ipravky VYR-32 kapitola 4 verze 3 -
Part Il — Zakladni pozadavky na API jako vstupni suroviny Dokumentace
Part lll - GMP souvisejici dokumenty
Part IV - GMP requirements for Advanced Therapy Medicinal Products VYR-32 doplnék 11 verze 1 -
Pokyny pro spravnou vyrobni praxi -
Part | — Pokyny pro spravné vyrobni praxe (GMP) pro humanni a pocitatové systémy
veterinarni IéCivé pripravky
Chapter/ Kapitola 1-9 VYR-32 doplInék 15 verze 1 -
Kapitola 1 — Farmaceuticky systém jakosti Kvalifikace a validace

Kapitola 4 — Dokumentace

Annex/Doplnék 1-19 https:// y VYR-32 doplnék 20 -
Doplnék 11 — Pocitacové systémy ps-//ec.europa.eu Rizeni rizik pro jakost

Doplnék 15 — Kvalifikace a validace


http://www.sukl.cz/leciva/vyroba-leciv

Eudralex - EU Legislation

Volume 1 - EU pharmaceutical legislation for medicinal products for human use

Volume 5 - EU pharmaceutical legislation for medicinal products for veterinary use

Volume 2 - Notice to applicants and requlatory quidelines for medicinal products for human use

Volume 3 - Scientific quidelines for medicinal products for human use

Volume 4 - Guidelines for good manufacturing practices for medicinal products for human and
veterinary use

Volume 6 - Notice to applicants and reqgulatory guidelines for medicinal products for veterinary use

Volume 7 - Scientific quidelines for medicinal products for veterinary use

Volume 8 - Maximum residue limits
Volume 9 - Guidelines for pharmacovigilance for medicinal products for human and veterinary use

Volume 10 - Guidelines for clinical trial



https://ec.europa.eu/health/documents/eudralex/vol-1_en
https://ec.europa.eu/health/documents/eudralex/vol-5_en
https://ec.europa.eu/health/documents/eudralex/vol-2_en
https://ec.europa.eu/health/documents/eudralex/vol-3_en
https://ec.europa.eu/health/documents/eudralex/vol-4_en
https://ec.europa.eu/health/documents/eudralex/vol-6_en
https://ec.europa.eu/health/documents/eudralex/vol-7_en
https://ec.europa.eu/health/documents/eudralex/vol-8_en
https://ec.europa.eu/health/documents/eudralex/vol-9_en
https://ec.europa.eu/health/documents/eudralex/vol-10_en

EudralLex - Volume 4 - Good
Manufacturing Practice (GMP) guidelines

Part | - Basic Requirements for Medicinal
Products

« Chapter 1 - Pharmaceutical Quality System
(into operation since 31 January 2013)

« Chapter 2 - Personnel (into operation since 16
February 2014)

« Chapter 3 - Premise and Equipment (into operation
since 1 March 2015)

« Chapter 4 — Documentation (January 2011)

« Chapter 5 - Production (into operation since 1 March
2015)

« Chapter 6 - Quality Control (into operation since 1
October 2014)

« Chapter 7 - Outsourced activities (into operation
since 31 January 2013)

« Chapter 8 - Complaints and Product Recall (into
operation since 1 March 2015)

 Chapter 9 - Self Inspection
www.gmproject.cz

Part Il - Basic Requirements for Active

Substances used as Starting Materials
*Basic requirements for active substances used as starting

materials (August 2014)

Part lll - GMP related documents

Site Master File

Q9 Quality Risk Management

Q10 Note for Guidance on Pharmaceutical Quality System

MRA Batch Certificate

+ Template for the "written confirmation" for active substances exported
to the European Union for medicinal products for human use

» Guideline on setting health based exposure limits for use in risk
identification in the manufacture of different medicinal products in shared
facilities

» Guidelines of 19 March 2015 on the formalised risk assessment for
ascertaining the appropriate good manufacturing practice for excipients of
medicinal products for human use

« Template for IMP batch release (applicable as from the date of entry
into application of Regulation (EU) No 536/2014 on Clinical Trials)

S0 roject


https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/vol4-chap1_2013-01_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2014-03_chapter_2.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/chapter_3.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/chapter4_01-2011_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/chapter_5.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2014-11_vol4_chapter_6.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/vol4-chap7_2012-06_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2014-08_gmp_chap8.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/cap9_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2014-08_gmp_part1.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2011_site_master_file_en.pdf
http://www.ema.europa.eu/docs/en_GB/document_library/Scientific_guideline/2009/09/WC500002873.pdf
http://www.ema.europa.eu/docs/en_GB/document_library/Scientific_guideline/2009/09/WC500002871.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/mra_batch-certificate_05-2011.pdf
https://ec.europa.eu/health/sites/health/files/files/gmp/2013_01_28_template.pdf
http://www.ema.europa.eu/docs/en_GB/document_library/Scientific_guideline/2014/11/WC500177735.pdf
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/%3Furi=CELEX:52015XC0321(02)&from=EN
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/template_imp_batch_certification.docx

Annex 1
Annex 2
Annex 3

Annex 4

Annex 5
Annex 6
Annex 7
Annex 8
Annex 9
Annex 10

Annex 11
Annex 12
Annex 13
Annex 14
Annex 15

Annex 16

Annex 17
Annex 19

Manufacture of Sterile Medicinal Products

Manufacture of Biological active substances and Medicinal Products for Human Use

Manufacture of Radiopharmaceuticals

Manufacture of Veterinary Medicinal Products other than Immunological Veterinary Medicinal
Products

Manufacture of Immunological Veterinary Medicinal Products

Manufacture of Medicinal Gases

Manufacture of Herbal Medicinal Products

Sampling of Starting and Packaging Materials

Manufacture of Liquids, Creams and Qintments

Manufacture of Pressurised Metered Dose Aerosol Preparations for Inhalation

Computerised Systems

Use of lonising Radiation in the Manufacture of Medicinal Products

Manufacture of Investigational Medicinal Products

Manufacture of Products derived from Human Blood or Human Plasma

Qualification and validation (into operation since 1 October 2015)

Certification by a Qualified Person and Batch Release

Parametric Release

Reference and Retention Samples



https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2008_11_25_gmp-an1_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/vol4-an2__2012-06_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2008_09_annex3_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/anx05en200408_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2009_07_annex6.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/vol4_an7_2008_09_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/anx08_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/anx09_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/anx10_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/annex11_01-2011_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/anx12_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2009_06_annex13.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/annex14_rev30-03_2011_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/2015-10_annex15.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/v4_an16_201510_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/v4an17_en.pdf
https://ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/pdfs-en/2005_12_14_annex19_en.pdf

US Regulatorni pozadavky

e FDA 21 CFR Part 11, Electronic Records, Electronic
Signatures, Final Rule (1997)

 Guidance for Industry: Part 11, Electronic Records;
Electronic Signatures — Scope and Application (2003)

* Title 21 CFR Part 211.63,67,68,180,188,192
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ISPE (International Society for Pharmaceutical Engineering)

e Zalozenav 1980 v US, nejvétsi neziskova organizace na
svete ve svéem oboru

* HIavni ¢lenové jsou farmaceuticti profesionalove, kteri
vyuzivaji odborné znalosti k vytvareni vysoce kvalitnich a
nakladove efektivnich reseni GMP.

* |SPE poskytuje technicka a provozni reseni na podporu
jejich Clenu v globalnim farmaceutickém a
niofarmaceutickém prumyslu pri vyrobé kvalitnich [éCivych
pripravku pro pacienty

www.gmproject.cz ~'roject



ISPE GAMP®

e GAMP® 5: A Risk-Based Approach to Compliant GxP
Computerized Systems

e GAMP Good Practice Guide: A Risk-Based Approach to GxP
Process Control Systems

e GAMP Good Practice Guide: A Risk-Based Approach to GxP
Compliant Laboratory Computerized Systems

* + na testovani, provoz, shoda ER+ES, kalibrace, mobilni
aplikace, globalni aplikace
https://ispe.org/ @"p 5

https://ispe.org/czech-republic-slovakia-affiliate
www.gmproject.cz ~'roject



https://ispe.org/
https://ispe.org/czech-republic-slovakia-affiliate

Jiné regulace

 |CH Q9: Quality Risk Management

 |CH Q7: Good Manufacturing Practice Guide for Active
Pharmaceutical Ingredients

* PIC/S GUIDANCE: GOOD PRACTICES FOR COMPUTERIZED
SYSTEMS IN REGULATED “GxP” ENVIRONMENTS

WWW.gmproject.cz ~'roject



Annex 11 — Pocitacové systémy, zakladni principy

* Validace aplikaci, kvalifikace infrastruktury

e Zavedenim PS nesmi dojit ke snizeni kvality produktu

e Zavadi pojmy — fizeni rizika, pracovnici, poskytovatelé sluzeb, ...

* Definuje faze projektu, validace PS a provozovani

www.gmproject.cz ~'roject



Annex 11 - Obecné

e Rizeni rizik

e Personal

 Dodavatelé a poskytovatelé sluzeb

www.gmproject.cz ~'roject



Annex 11 — Projektova faze

* Validace

* Protokoly/reporty

e Rizenizmén

 Seznam vsech pocitacovych (elektronickych) systému
e Uzivatelska specifikace

* Posouzeni dodavatele

* Validace transferu dat z jinych systému

www.gmproject.cz ~'roject



Annex 11 — Operacni faze (1)

e Data

 Kontrola spravnosti dat — rucni zadavani

e Uchovavani dat

* Tiskoveé vystupy

* Dohledatelnost (revizni stopa/audit trail)
* Rizeni zmén a konfiguraci
* Pravidelné hodnoceni

www.gmproject.cz ~'roject



Annex 11 — Operacni faze (2)

e Zabezpeceni

e Sprava incidentu

* Elektronicky podpis
* Propousténi sarzi

e Kontinuita Cinnosti

* Archivace

www.gmproject.cz ~'roject



21 CFR Part 11 - A. General
provisions

* Electronic records and signhatures to be trustworthy, reliable
and equivalent to paper records and signhatures

* Applied to electronic records created, modified,
maintained, archived, retrieved, or transmitted under FDA
regulations

 Does not apply to paper records transferred electronically

 Computer systems maintaining such records are subject to
FDA inspection

www.gmproject.cz ~'roject



21 CFR Part 11 - B. Electronic
Records (1)

* Ensure the authenticity, integrity, and, when appropriate,
the confidentiality of electronic records, and to ensure that
the signer cannot readily repudiate the signed record as not

genuine.
* Validation of systems

* The ability to generate accurate and complete copies of
records in both human readable and electronic form

* Protection of records

www.gmproject.cz ~'roject



21 CFR Part 11 - B. Electronic
Records (2)

e Authorized individuals access

 Use of secure, computer-generated, time-stamped audit
trails to independently record the date and time of
operator entries and actions that create, modify, or delete
electronic records

* Personnel education
* Change control

e Signature reliability

www.gmproject.cz ~'roject



21 CFR Part 11 - C. Electronic
signatures

* Each signature unique to individual

 Necessary to prove system with signatures equivalency to
handwritten

* Necessary to prove equivalency of each signature, if requested

e Signatures to have at least two identification components - e.g.
id/password

 To prove genuine owner of the signature

* Loss management, password protection

www.gmproject.cz ~'roject



Jakou dokumentaci ma mit
regulovana spolecnost?

* Obecny prehled — kdo je zodpovedny za IT a systemy a jak je organizovano,
propojeni s PQS, muze byt zahrnuto v SMF, nebo vlastni dokument

* Prehled vSech pocitacovych/elektronickych systémda ve firmé
e SOP pro spravu a organizaci systému

e SOP pro bezpecCnost IT

 SOP pro implementace a validace systému

* SOP pro analyzu rizik pocitacovych systému

 SOP pro obnoveni po vypadku

 Dokumentaci k jednotlivym systémum — viz dale

www.gmproject.cz ~'roject
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